Libreboot

freedom und privacy
von Kopf bis Fuss?






free software

The freedom to:

(0) run the program for any purpose
you want.

(1) study how the program works,
and change it to make it do what
you wish.

(2) redistribute and make copies so
you can help your neighbor.

(3) improve the program, and
release your improvements (and
modified versions in general) to
the public, so that the whole
community benefits.

freedom 1 & 3 = source code !!!
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free software

GNU OS firmware

Linux (kernel)

drivers

applications
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cryptographically sighed system
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This Is as close as you can get
to free software

Richard Stallmann



1 Standard-GNU/Linux (Ubuntu, SUSE, LinuxMint, Debian ...)

2 Freies GNU/Linux (Trisquel, GhewSense, Parabola ...)

3 Coreboot




SeaBIOS CoreBoot + payload (e.g. GRUB)
(legacy, e.g. Windows) (minimal init, Linux)

=)

100%
"free distribution”



fast
configurable

many systems few systems
binary blobs 100% free
complicated precompiled images



Desktops
Server
Gigabyte GA-G41M-ES2L

Intel D510MO
ASUS KCMA-D8 1 ASUS KGPE-D16
Intel D945GCLF

Apple iMac 5,2

www.libreboot.org
www.minifree.org

dockingstation = desktop r

Laptops (x86)

Lenovo ThinkPad X60/X60s/x60t Laptops (arm)
Lenovo ThinkPad T60*
Lenovo ThinkPad X200 Asus Chromebook C201
Lenovo ThinkPad T400/R400/T500 + others?
Apple MacBook1,1 & 2,1 {mmm




Best option for
a modern & stylish
laptop !

recommended

lightweight / beautiful / only model with 4 cores / free EC firmware
computing power? / SSD capacity? / flashing? / wifi dongle
sold by: www.minifree.org




Best option to
run a free
tor node !

=> partial compatibility for tablets

generally not recommended

old / bad display / computing power?
easy to flash (internally)
=> can be used to run a tor node (instead of RPI)




Best option if
you don't
want to flash
externally !

partially recomn  ed

beautiful / good display / touchpad = computing power?
polycarbonat case? / runs hot under Libreboot / keyboard?
1ISight not compatible / wifi compatible out of the box (Atheros)
easy to flash (internally)




Best option if
you want big screen
and some computing

| | dont like it ...
__» (heavy, ugly ...)

partially recommended

computing power / screen size (quality?) / heavy! /
touchpad & trackpoint / webcam works / digital video out?
must be flashed externally & a lot of work (50 screws)!




Best option of all!
Can be used as
laptop & desktop!

vBoe-Hydis:
HV121WX5-100 (glossy)
HV121WX4-110 (glossy) Don't buy:
HV121WX4-120 (matte)
Samsung: x200s
LTN121AP02 FRU 42T0563 (matte) x200t

recommended (best opt#
|
computing power / portability (mesL es & weight)
only trackpoint / webcam works / digital video via DP!
must be flashed externally but is relatively easy




X200 — affs/ips-screen

colors
viewing angle
brightness
contrast

"lamp contains mercury"

only CCFL-model:,
(not possible with led)




shipping specifications ?

language quality ?




calibration

Colormunki / ArgyllICMS / DisplayCal

=> icc-profile




Best option for
server and desktop

32 cores /128 GB

6200 recommended
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instable > 128 GB

recommended

power (up to 2x16 cores) / memory (up to 128 GB) / connectivity
virtualization works / expensive
must be flashed externally



Installation



if it fails: | |
don't shut down your computer! if you brick

retry or get help via IRC your computer
you need an external

programmer to reflash
the chip

sudo ./lenovobios_firstflash bin/'YOURBOAR J/YOURROM
sudo ./lenovobios_secondflash /path/to/liboreboot.rom

Backup:
sudo ./flashrom_lenovobios_sst -p internal -r factory.bin o
sudo ./flashrom_lenovobios _macronix -p internal -r factory.bin

original BIOS is
unigue to every
laptop!




external flashing

Raspberry Pi

Bus Pirate



other material

Pomona clip

female male

jumper cables

8 pin
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1) download image (www.libreboot.ol
2) configure image

Jich9gen --macaddress XX:XX:XX:XX:XX:XX “
dd if=ich9fdgbe_8m.bin of=libreboot.rom bs=1 i f

3) backup & check original BIOS / /
[flashrom -p linux_spi:dev=/dev/spidev1.0,spisps
[flashrom -p linux_spi:dev=/dev/spidev1.0,spispe

[flashrom -p linux_spi:dev=/dev/spidev1.0,spisps
shab12sum factory*.rom

" 4) flash libreboot

[flashrom -p linux_spi:dev=/dev/spidev1.0,spispitee

8-LAND WSON (8x6mm, 6x5mm), USON (4x4mm) 8-PIN PDIP (300mil)
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disconnect cmos-battery !



tipps & tricks

modprobe spidev

Insert spidev-device
always control twice

ChECk images [flashrom -p linux_spi:dev=/dev/spidev1.0,spispeed=512 -r libreboot.rom
If it doesn't work: re*  _4ain and again ...) !

- change spidev-number

— Change read/write-speed be prepared for worst case ;-)
(i.e. to lose your board ...)

— specify flash-chip with -c option)
can take hours!

[flashrom -¢ "MX25L6405" -p linux_spi:dev=/dev/spidev1.0,spispeed=512 -r libreboot.rom



AL AT

1# MAC:3423876D7843
_H‘ 2202010987-04

) - DW1705 Made in China |
;;:.1_ : CN-0C2Y4)-73614- |

incompatible i radki 385-01L9-A00 |
, with e - T -
4 Lenovo-BIOS s b REARNARRS



PERSPECTIVES ?

disable portions
(partitions) of ME
negotiation ne cleaner
with Intel

Purism Thinkpad x220



DuckDuckGo Twitter

Google

Gnu Social

trisquel

'gnulinux

Facebook

Debian

theamnesicincognitolivesystem



Heirloom aka Novena
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PERSPECTIVES ?

disable portions
(partitions) of ME
negotiation ne cleaner
with Intel

Purism Thinkpad x220



Thx & happy hacking! ;-)

contact: elpinguino@gmx.ch



Copyrights & Sources

Logos: taken from www.libreboot.org / www.coreboot.org
Slide 3: https://en.wikipedia.org/wiki/Richard_Stallman
Slide 7: boot sequence (c) www.puri.sm

Slides 8-10: underlying graphic (c¢) Joanna Rutkowska
(presentation link: https://www.youtube.com/watch?
v=rcwngbUrZNg)

Slide 24: http://thinkwiki.de/X200_Displayumbau

Slide 37: http://mottweilerstudio.com/novena-heirloom-first-
complete-example/ and https://www.crowdsupply.com/sutajio-
kosagi/novena
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